Mar-13-06 10:42ain Fron-PATTON BOGGS LLP +3038949239 T-203 P. 08/10 F-208 



ApplicationNo, 10/035636 DocketNo.: 013208.012 IPTUS 

Amendrueni daied March 8> 2006 

Reply TO Office Action of Deceniber 13^ 2005 

REMARKS 

In an Office Action mailed 15 December 2005, the Exanuner rejected claims 1, 2, 5> and 
8 under 35 XJSC§102(b) as being anric^wted by Pklder ct aL (US Patent No, 6,049>612, hereinafter 
"Fielder Patem"), and daiins 3, 4, 6, and 7 under 35 USC § 103(a) as being uiDpaientable over Fidder 
as applied to claims 1 and 5 above, and further in view of Kudo ei aL (US Patent No, 6^81,695, 
hereinafter •'Kudo Patent**)* The Examiner noted wth respect theieio: 

Fielder discloses a method for generating an encryption key comprising: 

retrieving the host identification from the host device (4-29-31 ^wherein the 
E-Key Seed aces as the host idendficaron (6;13-15); 

generating at least one content variable (439-31 wherein the constant value 
is the content variable); 

combining the host identification and the at least one content variable to 
produce two or more combinations, wherein the method used to combine the host 
idendfjcaiion and the at least one content variable repeatedly produces the same two 
or more combinations (5:lS-30); and 

coalescing the two or more combinations tn produce the encryption key, 
wherein the meik>d of coalescing the two or more combinations repeatedly 
produces the same enciyption key (5:18-30), 

Applicants have reviewed the cited Fielder Patent and the Examiner's clearly stated gmunds of 
rejectbn, and has amended claims 1- Sand added clairns9- U in responsetheret^ .^^licants 
provide the following remarlss in suppon of patentability of these amended and netviy added claims. 

The present method for encryption fcsy generation provides a method of combirung the 
speed of conventional encryption with the security of public key encryption. The host device 
encrypting the plaintext to be transmitted over the unsecured interface is assigned a host 
identification. The host ideirtificarion is stored in a secure location within the host device. The host 
identification is anal<^us to the private key Only the host device can generate the enciyprion key 
used to later decrypt the ciphertext. A second variable, a content identification, is generated by the 
host device. Each successive block of plainteact to be encrypted uses a different content 
identificatioiL The htm identi^tio^ ^l^ng with xhe content identification is used for generating an 
encryption hey to encrypt a block of plaintexL This secsond variable, the content identification^ is 
analogous to the public key. The content identification is transmitted with the resulting dphertext 
and, togedier, the cipbezcext and content identification are stored for retrieval at a bter time. The 
encryption key is generated foUowing a method that can be repeated later usit^ the same host 
identiftcatton and corrtent identification to generate the same encryption key, la odier words, the 
formula used lo generate the encryption key is detenmnistic. 
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R^lyio Office Action of December 13, 2005 

This stnictuie is recked in Applicant's independenc claim 1 a5 follows: 

A method for generating an encrjpdon key for \\se with a host device having 
a host identification stored therein, for encryption a ffle con^rising a plurality of 
blocks of plainrexc data in a manner that said encrypted file can only be decrypted by 
said host device, the method cornpzisii^ 

xetrieving the host ideodf ication from the host device for use as a private 
portion of an enciyption key; 

g^erating at least one content variable that uniquely identifies a 
corresponding block of said file as a public portion of said encryption key; 

combining the host identification and the at least one content varbble to 
produce the encryption key; 

encrypting a block of plaintea data using the enciyption key to produce a 
block of ciphertext; 

appending only the at least one content variable to the block of c^herteacq 

and 

storing the block of ciphenext and the appended one or more content 
variable within a storage device. 

In contrast, the Fielder patent discloses: 

A s>^em for protecting sensitive information files and messages from access by 
unauthorized parties, ^rfiether stored in a computer memory or exchanged over a 
transfer medium between sending and receiving stations. Each document or message 
fib is created in normal operariort A constant value or mess^e is logically combined 
to a secret bit sequence ^-Key See<5 to perform a man3^to-f ew bit moping ybich. 
shvf fles the bits and provides a pseudo^xandom xesuk. The result then is applied 
through a secure hash function generator to perform a second many-to-few bit 
mapping and provide a pseudo-random message digest. The message d^est in turn 
may be truncated to a desired bit lengdi to provide a deterministic but non- 
prediaable, pseudo- random, symmetric encryption key '^*uch is used to encrypt the 
message or informarion file to be protected The deterministic enciyption key is 
destroyed immediately after use. The constant value and encrypted message 
thereupon are secure hashed to create a message int^ty code (MIQ that is used to 
detea anyalterations to the encrypted information file that may have occurred 
intentiooally or unincentionally: 

The Fielder patent fails to show or suggest creating an encryption keyusii^ data that is 
pan public and part private, using the encryption key to code a file, then storir^ only the public 
portion of the data that is used to create the encryption key with the coded file, such that only the 
host device that encrypted the file can decrypt the file because h is the only one that has the private 
portion of the data used to generate the encryption key. 

Therefore, ^plicants believe that claims 1 - II are albwable under 35 USC SlQ2(b} and 
35 USC §l03(a) over the cited references. 
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AiQ£Adib£nt dxicd l^iuch 8y 2006 

Reply to Office Actioaof Deceznber 13,2005 

In WW of the abov^e ^aoexhdixiemssiidrei^^ beUeve the pendizig 

plication is in ooiididonfc^ Applkaixts believe no fee is due 'vy^ 

'Hofwevexy if a fee is doe, (dease duige OQrDq>osxc AoxnmtNo. 50-1848| under QcderNx 
013208.012lFnJS izom ivbich die undeisqgned is audiorized to dntw. 

Respectfull^subxnitied, 
P ATTON BOGGS LLP 

IW Wl^ -g^cpip By: \ Uo^Mf^^^^j^ 

VazcnCBehir 

K^istradon Mb.: 49^56 

(214)758-6631 

(21^ 758-1550 (Fax) 
Giistonier No. 24283 Aixcuneyjar Applicams 
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